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Cyber Governance Best Practice

The following list is intended to offer guidance on technical and operational measures that
organisations can take to improve their security posture and help defend against cyber
threats. This list is based on the currently available cyber security best practice.

As well as implementing preventative measures, it is important to consider which plans
should be in place in the event of a successful attack. Managers may need the advice of
specialist legal and PR experts alongside their insurer and technical response team. Having
these professionals already in place, with a process for rapid activation or notification, will
help leadership teams act appropriately in the moment.

Technical measures include;

● Minimum annual system penetration test completed by a third- party specialist
(ideally CREST accredited), with action plan for remediation of vulnerabilities
identified. Organisations may wish to take a risk- based approach to remediation,
prioritising critical and high vulnerabilities for immediate resolution

● Segregation of networks and technical environments
● Multi-factor authentication for administrator accounts
● Asset management, and system monitoring
● In addition to the above, system suppliers may wish to add third- party system

monitoring/ security event and incident management (SEIM) tools

Operational measures include;

● Cyber insurance in place, understood and conditions complied with
● Cyber security awareness training, for example phishing awareness.
● Information inventory, including controls for access to sensitive information
● Policies and procedures for managing information security
● Role based access controls
● Regular updates of operating systems and software
● Incident response plan that is tested and updated in line with changes
● Supply chain management
● Membership in relevant security networks, eg. NHS Cyber Associate Network
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● Annual submission NHS Data Security & Protection Toolkit (DSPT) at Standards Met
● Have a prepared list of relevant stakeholders for communication including (but not

exclusively) Information Commissioner’s Office, Customers, NHS Transformation,
Digital Social Care and National Cyber Security Centre

Cyber Frameworks for consideration;

● ISO27001
● Cyber Essentials, Cyber Essentials Plus
● The DTAC self-assessment - Digital Technology Assessment Criteria (DTAC) - Key

tools and information - NHS Transformation Directorate (england.nhs.uk)
● The CAF, which is designed for government departments but self assessment

against CAF is still well-ordered and one to consider

Briefing legal representatives:

In the case of a successful cyber attack, it is in the interest of high quality care, and overall
security of the sector, that relevant authorities are provided with sufficient information to
react appropriately and help prevent similar attacks. It is important to share as much
information as possible within a reasonable timeframe with these stakeholders. Not doing
so may also have a long term reputational impact on your organisation.

Your legal and insurance representatives may advise not sharing information:

● Ensure they are made aware of the public interest rationale for sharing information
with third parties and the reputational impact on your company of not doing so;

● Specifically ask how much information you can disclose to each stakeholder - take a
differentiated approach;

● Ask for their support in drafting correspondence and agreeing communication
channels/timetables with specific stakeholders; and

● If they still advise no/minimal information sharing, ask if more information can be
shared if specific conditions are placed upon the sharing of it through the use of
agreements such as NDAs.

2

https://linkprotect.cudasvc.com/url?a=https%3a%2f%2ftransform.england.nhs.uk%2fkey-tools-and-info%2fdigital-technology-assessment-criteria-dtac%2f&c=E,1,ma6FhAkDDqZJyPieYoeOI4OGptxKiQ9mhFujxgeyWpHVMHFqOkPKw5oLdpmUEVB3iejh9t54CUsF-OVl6Ux9-joWKh-mt-b4JXwkqT1UQdVJijPtN_k_55otlUn1&typo=1
https://linkprotect.cudasvc.com/url?a=https%3a%2f%2ftransform.england.nhs.uk%2fkey-tools-and-info%2fdigital-technology-assessment-criteria-dtac%2f&c=E,1,ma6FhAkDDqZJyPieYoeOI4OGptxKiQ9mhFujxgeyWpHVMHFqOkPKw5oLdpmUEVB3iejh9t54CUsF-OVl6Ux9-joWKh-mt-b4JXwkqT1UQdVJijPtN_k_55otlUn1&typo=1


Disclaimer

The information and views expressed in this document are provided for general information and
educational purposes only based on the knowledge and experience of the author and CASPA
member organisations and is not a substitute for professional advice. The contents of this
document, including views expressed, cannot and does not constitute commercial, legal or other
advice, nor should it be considered exhaustive or definitive.
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